
Secure Web Applications



Is every application worth protecting?

Is there valuable data?
• Is it possible to login?

• Is it possible to upload files?

Applications are multi-layered:
• Operating System (Linux?)

• Database (My SQL?)

• Http Server (Apache?)

• Scripts and software to make everything work 
together

• Quality control application (20%?)

It costs nothing to attack an application when 
it is visible in the Internet!



 BadStore server for tests



Vulnerability Scan of BadStore - Results



Vulnerability Scan of BadStore - Results



Website http://server1.cuda.link  is based on BadStore.net project
It is a poorly written internet shop full of vulnerabilities

It is possible to login as admin without password  (SQL Injection attack): 

• Login/Register  Username:  

It is possible to list /etc/passwd file (SQL Injection attack with remote OS command execution):

• Search item field:   

• Search item field:   

It is possible to place a XSS trap in Guestbook:

• Insert a guestbook entry with:  

http://server1.cuda.link/


The solution: Layer 7 security

Web Applications

Port 80/443 traffic 

goes through

Firewall blocks only 

network attacks

Barracuda Web Application 

Firewall

The solution: Barracuda Web Application Firewall

  Understands web traffic

  Layer 4 and Layer 7 load balancing for Web 

servers

  Accelerates application delivery

  Protects against common web attacks

  Mitigates broken access control 
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Layer 7 Web Application Firewall

Inbound inspection

(protect against layer 7 attacks)

Outbound inspection

(protect against data theft)



WAF or WAF-as-a-Service protects WWW application servers with a 
specific policy (application protection rules)



Sources of information for WAF policy

Knowledge of server side:
• General security policy applicable to any WWW server: detection of OWASP Top 10 

attacks, masking response codes, blocking countries, blocking TOR anonymous 

access etc

• Content Management System knowledge:  if my site is built on Wordpress then I can 

patch some well-known Wordpress vulnerabilities with specific security rules

• Application vulnerability scanning: if a vulnerability is detected then a blocking rule 

can be created

• Application profiling: WAF „learns” typical parameters and typical values used by 

application and then enforces them

Knowledge of client side (observing browsers’ behaviour):
• Fingerprinting browsers for selective blocking

• Watching attacks generated by browsers and assigning risk levels

• Classifying pseudo-browsers as good bots or bad bots



Server side knowledge and protection

• Default security policy: OWASP 

Top 10 etc

• Server is: Oracle / Outlook Web 

Access etc

• CMS is:  WordPress / Joomla etc

• Vulnerability scanner: list of 

problems

• Website Profile: Start Learning



Attach Protection & Data Loss Prevention

Attack Protection:
Open Web Application Security Project (OWASP) top 10

• SQL, XSS, command  injection

CSRF

Web Site Cloaking

Data Theft Protection

• Credit card, SSN, custom patterns

Session Protection

• Cookie encryption

• Parameter tampering protection

Integrated Anti-Virus

Brute Force Protection

DoS Protection

IP Reputation Blocking

• Blocking by Geo IP

• Anonymous Proxy Blocking

XML Firewall

• XML schema enforcement

• Web services security

SIEM Integration



Client side knowledge and protection

• Client IP address

• Client Fingerprint

• Client is a browser

• Client is a Python script

• Client is a bot (Good? 

Bad?)

• Client tries to attack 

(Risk level?)

+++++++++++++++++++++++

Advanced Analysis Dashboard

• interface to BATIC  Barracuda 

AppSec Threat Intelligence 

Cloud



OWASP Top 10 and predefined security policies



Content Management Systems and predefined policy templates



Application profile: database of URL addresses, 
parameter names and acceptable values



Rules based on client behaviour



WAF with out-of-the-box default security policy 

BVM

Users

Web Application

https://bvm.barracudanetworks.com  

Application 

security policy:

Default

https://bvm.barracudanetworks.com/
https://bvm.barracudanetworks.com/
https://bvm.barracudanetworks.com/


Efficiency of the Default policy
Badstore scanned by BVM directly:

Badstore behind Default security policy:



WAFs offer more than security

Authentication & 

Access Control

Load Balancing & 

Server Health Monitoring
Security & 

DDoS Protection

SSL & Performance

Acceleration
Session 

Persistence

Logging & Reporting



Thank You
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