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Account Lifecycle Management (Create, Import & Discover credentials)

. Manual creation
« Quick Initial and Ongoing Importation of Network Credentials

« Protection Against Backdoor Accounts

. When Secret Server is configured to discover new accounts, it provides added protection by regularly running
discovery on your network to identify those accounts. Secret Server adds the new accounts to its records and
resets the accounts password to values that meet your security policy.

« Discovery Types

« Active Directory Discovery

. Scans for local accounts, domain accounts, scheduled tasks, Windows services, and 1S application pools. You can
discover additional accounts and dependencies by creating PowerShell scanners.

ESX/ESXi Discovery
AWS Discovery

Google Cloud Platform Discovery

Unix Discovery
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Account Lifecycle Management (Secret Management)

. Deactivating and Reactivating Secrets
. Remote Password Changing
. Automatic Remote Password Changing
« Schedule Password Expiration
. Heartbeat
« Check in/ check out
. Creating Secret Policies
« Secret-templates Built in secret templates

. Folders
Folders in Secret Server allow you to organize your secrets into logical groups and control access through
permissions assigned to the folders.

« Secret Launchers and Protocol Handlers
« RDP
« SSH
« Custom (eg. WEB)

« Access Requests
The access request feature allows a secret to require approval prior to accessing the secret.
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Architecture
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Secret Server — Installed
HA/DR Deployment Architecture

— Primary Disaster Recovery
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“Off the shelf” common components

Minimal complexity
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Secret Server

DE facilitates Directory Services Delinea Secret Server Cloud

Integration, password changing,

discovery, RDP/SSH proxying and
more SQL Database Web Server(s)
Only outbound connections to SS cn: _— % - Active Connection ———
Cloud (port 443) A Message Bus User HTTPS traffic ======
Multiples can be used for HA
Not required for accessing Secret
data
: Customer Cloud VPC
DE upgrade automatically
= @

DE is only on-premise component =, ==
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Distributed Engine Managed Endpoints
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Centralized Auditing







Every action within Secret

« 60+ Reports out of the Box

Server Is audited! « Customizable with SQL queries

v
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* Receive automatically on a schedule
User Access

Administrative actions
Permissions Ex. User Audit Report: From report, directly trigger

Configuratior_ls password rotation for “expired secrets”
Active Security

Compliance
Activity
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93 Dashooard User Audit Reports
.
.
Use Case: User leaves the organization Bs
ecrets
General  Security Haroening User Audit
Q Inbox = = ; 7 = z
o This repart shows all Secrets accessed by a particular user during the time period specified.
Note: Only Secrats for which *you® have access are dispiayad.
Jl Reports
® Administration User | DHughes v ’ Frum| 11112022
10 shaw Inactve Users
[ Exciude Rotated Secrets ®
O Exciude Inactive Sacrets D < All Folders »
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Q Search History ‘ ’ ¥ Expire Now ’
SaveTofle« 124 0124
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1. Hidden Password ®
I 6 Secrets @« @ Misecrats -
| ~ 3 ParsonalFoigers
L'l Moo O Admerestistof General Security Audit Remote Password Changing Dependenciss Sharing Settings Metsdata 3
» O A Team folder Structure
Jl Reports
» O B Infrastructure foloer Sy
' . 187 rems @ Display Password Change Log
@ Agministration’.  » | » O C.Regional Folder Structure
0 Secret Server Service Accou
DATE & FULLNAME USERNAME ACTION NOTES

» O Use Csse Exampies

1117/202208:50 AM thytab focaf\ Administrator thylab focal\Administrator View

10/271202205:04 _ thytablocal\Acminstrator thylab local\Administrator View
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10/27/20220501 _  ss_admin s admin Launch Remote Desktop - DC!
1G/271202205:01 = =s_admin 55_admin Password Displayed Fields- (Password)
10/27/202205:01 - ss_admin $s_admin View

10/26/202207:50 . - api_RAS api_RAS Password Displayed  Fields: (Password)
10/261202207:50 . =pi_RAS api_RAS View

1071812022126 = api_RAS api_RAS Pazsword Displayed  Fields: (Password)
10/18/202212:16 . =pi_RAS api_RAS View

10/14i202201:25 . thylablocahDHughes thylab local\DHughes Launch Remote Desktop - BC)
10/14/1202201:24 . thytablocal\DHughes thylab local\DHughes View

10/141202212:25 . thylablocal\DHughes thylab local\DHughes View

10/13/202202:03  api_RAS api_RAS Password Displayed  Fields: (Password)
10/13/202202:03 . api_RAS spi_RAS View




Session Recording /
Monitoring




£ Secret Server
88 Dashooard Session Monitoring
& Secrets Q Advanced huto Refresn®@
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z
Action'| Terminate immeadiately v
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Limit Session to 5 minutes
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Natch Session Recording

SUMMARY
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APPLICATION MADE ACTWWE ACTIVITY DETAILS

C:\Windows\explorer.exe

explorer.exe
administrator
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