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WatchGuard AuthPoint — MFA That's REALLY Easy

Multi-Factor Authentication

Password | Push Message | Phone Biometrics | Mobile Phone DNA

>AuthPoint Mobile App

IOS & Android | 12 Languages | OTP | QR Code | Multiple Authenticators

Cgv\ag WatchGuard Cloud

y, Visibility | Identity Management | Token Allocation in Seconds | Risk Authentication

Drophiox CUL !816

1] Office 505 130+ Party Integrations | Web SSO | Windows/Mac Computer Logon

33 m> Extensive MFA Coverage
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Protects VPNs, Web Apps, PC Login, and More!
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Multiple Authentication Options
OTP, Push, QR Code
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Cloud Applications and Environments
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Enterprise Environments

Endpoints
Servers
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Web Portals
Remote Access
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Risk-Based Authentication
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Safe locations
Device security
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Online and Offline Multi-Factor Authentication

Push-Based Authentication

Secure authentication with one-touch approval. You see who’s
trying to authenticate, and where, and can block unauthorized
access to your resources.

QR Code-Based Authentication

Use your camera to read a unique, encrypted QR
code with a challenge that can only be read with the
app. The response is typed in, to finalize the
authentication.

Time-Based One-Time Password (OTP)
Retrieve your dynamic, time-based, one-time password
as displayed, and enter it during login.
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User-Friendly Mobile App

Copyright ©2023 WatchGuard Technologies, Inc. All Rights Reserved

Available as a mobile app — nothing extra to carry
Supports multiple tokens

Supports multiple authentication methods
Personalize with pictures and names

R & 100080 M

Apply PIN and biometric protection My AuthPoint Token
Designed for both iOS and Android
Free to download

sign in?

Context on
login attempt

—

One-touch —
approve or deny




@atchGuard

Summary

Managemeant
Resources
Groups

Users

External Identities
Gateway

Hardware Tokens

General
Downloads

Settings

0 Add User

USER NAME
® ssmith
® jmonroe
® splater
® mcrumb
@® cconnor
® smoran
® mwright
® tjuarez
® kwest

® rmcreed
® rmankowski

® Ismith

Configure

NAME

Sean Smith

Juan Monroe (L

Tom Splater [LDAP
Malcomb Crumb

Carl Connor

Shaine Moran (LDAP

Megan Wright
Thomas Juarez
Kyle West (LDAP
Rex McReed
Ray Mankowski

Larry Smith

EMAIL
sean.smith@email.com
juan.monroe@email.com
tom.splater@email.com
malcomb.crumb®@email.com
carl.connor@emall.com
shaine moran@email.com
megan.wright@email.com
thomas.juarez@email.com
kyle.west@email.com
rex.mcreed@email.com
ray.mankowski@email.com

larry.smith@email.com

GROUP

AWS local RADIUS

AWS local RADIUS

AWS local RADIUS

AWS local RADIUS and LDAP

AWS local RADIUS and LDAP

AWS local RADIUS

AWS local RADIUS

AWS local RADIUS

AWS local RADIUS

AWS local RADIUS and LDAP

AWS local RADIUS and LDAP

AWS local RADIUS

TOKEN

WG-

WG-

WG-

WG-

WG

WG

WG-

WG-

WG-

WG-

WG-

WG:

9473E

9473D

9473F

9473A

94738

9473C

9473G

9473H

9473

9473)

9473K

9473L

WatchGuard Cloud — Sync to LDAP or AD and Allocate Tokens Automatically
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WatchGuard Cloud —

WatchGuard

Manage from Anywhere

Alerts

2788 &

Active Alerts

There are 2788 active dlerts that need your
attenton

Authentication

830

Falled Authentications

796

Successhud Authentications

AuthPoint License Detalls

o
av
AuthPomt Users

110 Months

Until Your License Expires on 2030.02-18

Dark Web Scan

Learn more about Dark Web Scan privacy i the

FAQ

SCan data broaches for your user accounts

2
@ag
Resource Activity
274
Agent tor Windows and Mac
144
Applications Portal
105 ——
VPN
| S ——
Firebox Access Portal
9
av

HOSt Status

b § { Operavonal
A ) Problem
Bt Disconnected

0o o Shutdowr

Device License Detalls

Expired @

orae [apired on

001N
Active Cloud Devices 90l9
Total Security 9

Basic Security 0

Denled Push Notifications

620

Dented

This happens when a user denwes 4 pust
MObhicabon

Indicators (45 Total)

4 1

Crincal
9 '
N*‘P"_.'l

Medium/Low

Device Status

f

conngcted
Not Connected

nactive

===
Never Connected

Users

16 =

ALtive Users

24 liconsed unary
8 unused wier hcense
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WatchGuard Cloud — View Reports

AuthPant

‘- X
5] Today 2027012
Summary '

User Actvity Authentication
Authenticaton
Resource Actwty /

Denied Push Notificano

"t

ACTVATION ACTity /

Syne Actwnty ,-/

User Activity

¥

A

9
EBe———

Active

Activation Activity

o
-

Pendhing Activatsons

Authentication

840

Faded Authenticatsding

801

S cerafut Authentcativns

Sync Activity

4
e |

Updated

Resource Activity

277

Agent for Windows and Mac

145

[}
Apphcations Portal
T ce————

VPN

74

=
Firebox Access Portal

Denled Push Notifications

63

Dened

This happens when 4 wner denkes 4 push
notfcation
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Risk Framework in AuthPoint

Time Schedule

rastia ®

New time schecus!

Device Risk

(UTCD200) Baja Calfornia

B Aduat for daydght uning timae

T Ny
le‘mbm'ﬂ:lAViﬂlﬂt

Risk Framework

Computer
Risk

wedd thil s CRO0- 1280

Geo- Geo-
Correlation Kinetics




Why AuthPoint?

Cloud-based and hassle-free identity management
Enterprise-grade security that scales as you do

Easy to deploy, easy to manage

Simple for end users

Risk authentication that aligns with zero-trust approach

Flexible options for authentications — pick between mobile authenticators or
hardware tokens

No need to invest in infrastructure or an IT team
Ecosystem team that guarantees interoperability with other products

Copyright ©2023 WatchGuard Technologies, Inc. All Rights Reserved
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Help Center

AuthPoint

Perforce Integration
with AuthPoint

pfSense OpenVPN
Integration with
AuthPoint

Pipedrive
Integration with
AuthPoint

Planview
ProjectPlace
Integration with
AuthPoint

Pleasant Password
Server Integration
with AuthPoint

PowerFolder
Integration with
AuthPoint

QualityKick
Integration with
AuthPoint

Rakurakuseisan
Integration with
AuthPoint

Rapid7 Insight
Cloud Integration

Copyright ©2023 WatchGuard Technologies, Inc. All Rights Reserved

Concur Integration with AuthPoint

Confluence Integration with AuthPoint

Confluence On-Premises Integration with AuthPoint

ConnectWise Control Integration with AuthPoint

Crucible Integration with AuthPoint

CyberArk Integration with AuthPoint

Cybele Thinfinity Remote Desktop RADIUS Integration with AuthPoint
Cybele Thinfinity Remote Desktop SAML Integration with AuthPoint
Cybozu Cloud Integration with AuthPoint

CylanceProtect Integration with AuthPoint

Datadog Integration with AuthPoint

Desknet's NEO Integration with AuthPoint

Digicert Integration with AuthPoint

Dropbox Integration with AuthPoint

Egnyte Integration with AuthPoint

Evernote Integration with AuthPoint

Expensify Integration with AuthPoint

FS BIG-IP APM RADIUS Integration with AuthPoint

F5 BIG-IP APM SAML Integration with AuthPoint

Figma Integration with AuthPoint

FilesAnywhere Integration with AuthPoint

Search

Firebox Mobile VPN with IKEv2 (Always On VPN) Integration with AuthPoint for Active Directory Users



