
Copyright ©2023 WatchGuard Technologies, Inc. All Rights Reserved

AuthPoint Multi-Factor Authentication 
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WatchGuard AuthPoint – MFA That’s REALLY Easy 
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Multi-Factor Authentication
Password   |  Push Message  |  Phone Biometrics  |  Mobile Phone DNA

AuthPoint Mobile App
iOS & Android  |  12 Languages  |  OTP  | QR Code  |  Multiple Authenticators

WatchGuard Cloud
Visibility | Identity Management  | Token Allocation in Seconds | Risk Authentication 

Extensive MFA Coverage
130+ Party Integrations  |  Web SSO  |  Windows/Mac Computer Logon
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Protects VPNs, Web Apps, PC Login, and More!
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Online and Offline Multi-Factor Authentication
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Push-Based Authentication

Secure authentication with one-touch approval. You see who’s 

trying to authenticate, and where, and can block unauthorized 

access to your resources.

QR Code-Based Authentication

Use your camera to read a unique, encrypted QR 

code with a challenge that can only be read with the 

app. The response is typed in, to finalize the 

authentication.

Time-Based One-Time Password (OTP)

Retrieve your dynamic, time-based, one-time password 

as displayed, and enter it during login.
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User-Friendly Mobile App

• Available as a mobile app – nothing extra to carry

• Supports multiple tokens 

• Supports multiple authentication methods

• Personalize with pictures and names

• Apply PIN and biometric protection

• Designed for both iOS and Android

• Free to download 
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WatchGuard Cloud – Sync to LDAP or AD and Allocate Tokens Automatically
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WatchGuard Cloud – Manage from Anywhere

7



Copyright ©2023 WatchGuard Technologies, Inc. All Rights Reserved

WatchGuard Cloud – View Reports
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Risk Framework in AuthPoint
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Why AuthPoint?

▪ Cloud-based and hassle-free identity management 

▪ Enterprise-grade security that scales as you do

▪ Easy to deploy, easy to manage

▪ Simple for end users 

▪ Risk authentication that aligns with zero-trust approach

▪ Flexible options for authentications – pick between mobile authenticators or 

hardware tokens

▪ No need to invest in infrastructure or an IT team

▪ Ecosystem team that guarantees interoperability with other products 
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