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Experience Composition in the Digital World

Application Experience (AX)
Digital Experience (DX) Management
Management

* Application, network and

*  Multichannel experience (web, infrastructure visibility

. WhatsUp
mobile, chat, headless)

Gold

* Intelligent application and
service delivery

2).¢ AX ¢ Multi-dimension workload and

network security
@ * Respond to experience degradation through

Infrastructure elastic expansion

*  Decoupled presentation
* Content Management
* Digital decisions

* Dataand application
integration

Agile Infrastructure

* Enable compliant, high velocity business changes

* Leverage Chef to provide response capability for
both private and public cloud orchestration
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The Progress AX Portfolio

Enabling operators to deliver the best Application Experience

» Progress’

Flowmon

Simplified deployments,
flexible licensing and
unmatched value for load
balancing and securing
apps across cloud and on-
prem environments

» Progress
kemp

hd

3 Progress’ | Flowmon

Network Performance

Monitoring + Diagnostics

Flowmon NPMD

Intelligent network traffic
capture, comprehensive
network performance
monitoring and
automated root-cause

&

App Performance

Monitoring

Flowmon APM

Insights on app, service
and database
performance combined
with workflow
automation for

Network Detection

+ Response

Flowmon NDR

ML-driven behavior
analysis and anomaly
detection to
preemptively mitigate
security exploits before

s

IT Infrastructure

Monitoring

WhatsUp Gold

Gain a complete
understanding of your
infrastructure, apps,
network and all
dependencies while

analysis addressing sub-optimal they have a negative preventing outages with
AX impact early issue detection
) Progress’ 3 Progress’ 3 Progress’ 3) Progress’
Flowmon Flowmon Flowmon WhatsUp Gold

Active network participation “

Visibility, Insights & automated remediation
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Our Foundational Value Proposition

Effective Operations Across the Entire Application Lifecycle
Develop Deploy

Build applications that deliver Streamline application
great, personalized digital publishing and delivery to get *

experiences services deployed where,
when and how they’re needed

Applications and Services

-
> op
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Monitoring, management, analytics

Element management

NMS

Map, config mgmt, assets, inventory
NTA

Traffic analytics
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Néhany neheéz (?) kérdés

Mennyi adatot mozgattunk mult héten?

Hogyan oszlanak el az SAP Fl 4 frontendjén a felhasznalok?
Hanyan dolgoznak a VPN-en keresztiil?

Az 1-es épliletben hany felhasznalo van az AP-okon?

Kik nyerik a Facebook és Insta hazi bajnoksagot?

Milyen mértékben hatnak a mentési jobok a valaszidokre?

Progress’ | Flowmon



Element management

* Thought: everyone has it
* Open source sometimes just does not cut it
* WUG happens to be a top shelf product

$ ProgreSS N © 2022 Progress Software Corporation and /or its subsidiaries or affiliates. All rights reserved .
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WhatsUp Gold Key Features

Discovery Virtual Infrastructure monitoring
Anything with an IP

Working map
Dashboarding and reporting

Application Performance
Monitoring - service inventory REST APl support

Wireless Monitoring
Cloud Monitoring

Configuration Management

Basic NTA Integrated Log Management

Flowmon Integration

Progress WhatsUp Gold
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work Viewing & Mapping
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Home Dashboard
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Log Management

Log Management within WhatsUp Gold
Monitor, filter, search and alert on logs
Ingest syslogs and Windows logs

Log info displayed in device card

Log viewer, log dashboard

Log search

» Progress’

WhatsUp Gold DISCOVER MY NETWORK

Log Management Dashboard
B MonthtoDate + ¥

 Log Activity

20000

 Log Management Server Status

Server. acalnosta200 Retention:

Connection ®
Limit

Log Management Settings
Space Usage Limit:

¥ Curre:

sticsearch Node Disk Space Usage Information

Node Name 1P Address Disk Space (GB)  Elasticsearch

Maximum Total Disk

ANALYZE

> Oveview =7

EYTH

v DEVHYPERV2016

IP:172.16.58.38

Host: DEVHYPERV2016
Role: Windows Server
Brand: Hewlett-Packard
All names & addresses

v

Live Activity - @ 0 of 637

v

Performance Monitors - 4

v

Group Membership

9578 100% .
55 > Credentials- 1

v

NTA - 1 IP Address(es), Top 5 Partners

v Recent Logs - @ 00f 0

Total Disk Space Usage 50

0o Ao Qo

From 4:53:14 PMto 5:23:14 PM. &

~ Top 10 Devices with Critical Syslog Issues
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Device Enabled Count } Rate (EPS)
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v Enabled
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Network Traffic Analysis (NTA)

WhatsUp Gold DISCOVER MY NETWORK ANALYZ! SETTINGS
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Application Performance Monitoring (APM)

. . . WhatsUp Gol DISCOVER MY NETWORK ANALYZE SETTINGS n & admin
Monitor an application’s whole stack =

All Application Profiles
< All Applications

APM Total: 4 applications Gansuming 40 points Details

>N Apache (0)

L]
d S I l OWS Sta t u S O l I d eVI ( e b a d e e Q Discover Aepcatons
- ¥oew discosystems(0) Drag a column header and drop it here 1o group by that column.

» §  Database(l) Application T | Tye a Y | Description T Components Y| Version | Instances Y | ActionPolicy T
& Apache Web NJ Apache Monitors the health and performance of Apache 12 10 0 (none) Options
. ° ° - PH teswich) Server-Linux ~
‘the Attributes section below. Requires SNMP
— (L) 4 e Ipswitch File Transfer (0) enabled on the Linux system hosting Apache Web
Server and access to the Apache server-status web
. » K1 ipswitch Messaging (0) page.
o Ipswitch WhatsUp Gold (0) # Apache Web N Apache Monitors the health and performance of Apache 1 o 0 (none) Options.
Server-Windows Web Server on Windows. Specify non-standard port -
L] Y B Microsoft(0) in the Attributes section below. Requires WMI
° access 1o the Windows system hosting Apache
e ¥ £1 Wicrosoft Active Directory (0) Web Server and access 1o the Apache sarver-status
° web page.
ana » L4 Microsoft Dynamics (0) # Unified Monitors various key processes and performance 110 0 (noney Options.
Communications Systems metrics related to Cisco Unified Communications ~
- 4 Microsoft Exchange (0) Manager (CUCM) Manager.

# MySQL56x0n ) Database Monitors MySQL 5.6.x (or earlier) hosted on Linux. 12 10

°
» pr Microsoft HyperV (0) et (none) Options.
Linux Valid ADO and SNMP credentials must be assigned -
I X , V , e M5  Microsoftiis @) 0 device with MySQL. Download and install

MySQL connector on the WUG system using:

. . . - Y By Microsoftsenver (o) httpe/fwww.whatsupgold.com/MySQLE25Connactor
& MySQL 56X on 1) Database Monitors MySQL 5.6. (or earlier) hosted on 12 1.0 0 (none) Options.
» BY  Microsoft SharePaint (0) Windows Windows. Valid ADO and Windows credentials must ~
be assigned to device with MySQL. Download and
, - » Microsoft SQL Server (1) Install MySQL eennector on the WUG system using:
http://www.whatsupgold.com/MySQL525Connector
> -
L4 mes . Micrasoft Windows (0) # MySQL5.7.x.0n 4 Database Monitors MySGL 5.7.x (or later) hosted on Linux. 12 10 0 (none) Options
VB oo Linux Valid ADO and SNMP credentials must be assigned ~
- 10 device with MySQL. Download and install
, , ' w Uk MySQL connector on the WUG system using
http://www.whatsupgold.com/MySQL525Connector
@ MySOL57xon | § Database  Monitors MySQL 5.7.x (or later) hosted on 12 1 (none) Options
° ° Windows Windows. Valid ADO and Windows cradentials must ~
be assigned to device with MySQL. Download and
install MySQL connector on the WUG system using:
fttp:/fwww whatsupgold com/MySQL525Connector
& Single | Iosviten 2|10 0 (none) Options
Compontnet -
@ Inswitch Analytics | @) Ipswiteh File | Monitors the availabity and performance of 5 1.0 0 (none) Options
Transfer Ipswitch Analytics system. Requires WMI access to -
system hosting Ipswitoh Analytios.
& MOVEit @ Ioswitch File  Monitors the avalabilty and performance of MOVEIt 10 1.0 0 (none) Options
Automation Transfer Central system. Requires WMI access to the system -
hosting MOVEIt Central.
£ 112 346567 10 v M Displaying items 1 - 10 of 61
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Device-based Licensing

* On-premise perpetual license or subscription (10 - 100)
* All upgrades free with maintenance agreement (1%t year included)

Why settle for this... ...when you can have this?

With competitors, you pay by the interface or 'monitor’. That means you With WhatsUp Gold’s device-based licensing you get maximal network
have to figure out how many interfaces you want to monitor on each monitoring coverage with less effort. Just decide what devices you want
device. Often, they'll tell you that "'you only need to monitor a few to manage and we make it simple from there. You pay by the number of
interface per device’. Our question is 'why compromise'? devices you monitor and can apply as many monitors as you need.

$ Progressm © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.


https://www.ipswitch.com/network-monitoring/licensing
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WHAT IS an LB? — =
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 Between users and servers
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WHAT IS an LB?

* Between users and servers

» Scalability, availability

Application Clients (End Users)

Internet Load Balancer

\1/
I

$9
89
$9

High Availability Cluster

Servers

Replicated Servers
(Available if Needed)

and/or its subsidiaries or affiliates. All rights reserved. 20 —



NGINX
Servers

P — .|
LA «— HelH
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Cantent Switching
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A

Apps.KEMPdemo.com
A
/' Apps.KEMPdemo.com/Secure
U .
B
\‘ ESP
v
[ EMP .. ... |3
HMO
Apps.KEMPdemo.com
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WHAT IS an LB? — =

MyApp Topology :
1

+ 1
1

1

Between users and servers

Scalability, availability )
SSL offload (decrypt, reencrypt] = i = A =Q 0

\\\\\
\\\\\\

Authentication (2FA, SSO) had e

Content switching
* mail.company.com
 shop.company.com
 web.company.com/intra
* web.company.com/extra

Caching, reverse proxy, WAF

Visibility!!!
* Cloud too
* Ingress controller
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Global Server Load
Balancing (GSLB)

E} * Georedundancy
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& ; * Hybrid Cloud
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Edge Security Pack (ESP)

Pre-Authentication

Single Sign-On

IPS/IDS

=N
External Authentication
Two-Factor Authentication

= TMG REPLACEMENT

S

Authentication
Providers i ENCRYPT|ON
TLS1.1,1.2,1.3

aannnns
~

111111

MFA examples
Lync
Providers

Exchange
CAS Servers

11111
11111

1 Ir (> PUSE e g © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserve
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Web Application Firewall
(WAF)

O Inspect Inspect § g  ALLISWEB
m Inbound Outbound ? ?
ll PUBLIC SERVICES
LoadMaster o :
with WAF 3 EXCHANGE COMPONENTS
@ .
T 7 WEBSHOP, EXTERNAL SERVICES
Daily Rule s
Updates CURRENT HOT TOPIC
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LMX-3 boxes

3 Progress’ | Flowmon

e 8x10/100/1000 RJ45 port
* 3.4 Gbps thoughput
e 1700 SSL TPS (2k keys)

© 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.

LoadMaster X3

30



LMX-15 boxes

Progress’ | Flowmon

e 16x10/100/1000 RJ45 port
e 4x 10 Gbps SFP+ port

e 15 Gbps thoughput

e 12000 SSL TPS (2k keys)

© 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.
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Fundamental problem: no/low visibility

Elements...

PI'ngGSSR | Flowmon © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved.
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Fundamental problem: no/low visibility

Elements...
Connections...

$ Progress® | Flowmon © 2022 Progress Software Corporation and/or



Fundamental problem: no/low visibility

Elements...
Connections...
Software...

Progress’ | Flowmon



Fundamental problem: no/low visibility

Elements...
Connections...
Software...
Inventory...

$ Progress® | Flowmon © 2022 Progress Software Corporation and/d



Fundamental problem: no/low visibility

Elements...

Connections...

Software...

Inventory...

Processes and procedures...

PROCESSES

$ Progress® | Flowmon © 2022 Progress Software Corporation and/c



Fundamental problem: no/low visibility

Elements... Amount to desires
Connections... No knowledge of actual use
Software...

Inventory...

Processes and procedures...

PI'ngGSSR | Flowmon © 2022 Progress Software Corporation an



Fundamental problem: no/low visibility

Elements...
Connections...
Software...
Inventory...

Processes and procedures...

Progress’ | Flowmon
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Amount to desires
No knowledge of actual use

REASON: visibility
technology came late
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The Good News

Telemetry standards matured

Can have detailed statistics

Wit
Wit
Ang
Ang

n L7/apps information
N timings

packet capture
machine learning

Ang

Progress’ |

security lessons

Flowmon
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Different analytics types...

o=
The facts  o—
The troubleshooting /3 )
The patterns
The overviews I(SlE
The reporting =0 @D
The security analytics \%
The apps transactions r@'l

S2==

PI'ngGSSR | Flowmon © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved. 40



for cooperation

The facts - Systems engineers
The troubleshooting - Systems engineers
The patterns - Architects

The overviews - Team leads

The reporting - Managers

The security analytics - Security experts
The apps transactions - Devs, apps teams

3’ PI"Ogl'GSS® | Flowmon © 2022 Progress Software Corporation and/or its subsidiaries or affiliates. All rights reserved. 41



ENDPOINT
SECURITY

NETWORK
INFRASTRUCTURE

AGENT-BASED

APM

. Third-party

SIEM/LOG
MANAGEMENT

PERIMETER
SECURITY

INFRASTRUCTURE
MONITORING

Technology Landscape

IDENTITY AND
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lowmon Networ
lagnhostics

Single source of visibility across
the entire environment

See performance degradations
immediately

Monitor availability, usage,
capacity

Reveal bottlenecks, analyze
errors, automate detection

k Performance Monitoring &

Dashboard

Status NetOps SecOps Segments Internet App "Intranet” Office 365 DNS (All Sources)

ConLast 24 hours (generic time span) ~ % All Last 24 hours (generic time span) ~ %% | Structure of Overall Traffic

N

Fncs

Source Maximal bits/s

Hide details 127.0.01 (localhost)

1282M
ERP  ©99.749%
Intranet ©97.341%

Total 1482M

2020.07-21 16,00 - 2020:07-2 16.00 4 202007:2116:03-2020-07:22 1603 4| 202007211604 - 202007221604

Application performance overview Last 24 hours (generic time span) ~ %X | Security status

ERP

* 99.749%

U

Critical priority events: 8
Security issues
Hide details

AVG respanse time Median of response time

Sms Tms

95% response time 99% response time

@criical 8
@High 31
M Medium 33

19ms 61ms

2020.07:21 1604 - 2020-07-22 1604 3
Application performance overview Last 24 hours (generic time span) v X

Intranet

* 97.341%

Last 24 hours (generic time span) » &

B per second

Last 24 hours (generic time span) v £

Structure of Overall Traffic Last24

© 99.865%

Retransmission index

AVG packets/s
568.2

Bytes  IAVGRTR
41M 413568 02

4mM  a356. 02 AVG SRT

92.654ms

4 202007211604 2020-07.22 1604

Event overview by type

Event type

@ vrLoan Detection of uploading data

® Det
(D ONSANOMALY  Detection of anomalies raffic
(§) BPATTERNS Detection of current threats by unified flow-based behavior patterns
@ AuenDev Detection of unknown devices in the netwark
A TEAMVIEWER  Detection of TeamViewer

W4 WEBSHARE Detaction of through

4 DNSQUERY Detection of o0 many DNS queries
W ICMPANOM

Detection of anomalies in ICMP traffic




Flowmon Network Detection & Response

Aptoma_tic detection of threats

MITRE ATT&CK Matrix

Reconnaissance Initial Access Execution Credential Access Discovery Lateral Movement Collection Command and
Control

10 3 0 1 13 13 1 7

2021-06-24 1544 - 2021-06-24 1744

< ~ Leverage context-rich anomaly

Top 10 IPs by event count Last 2 hours (generic time span) + & Event overview by type

QO

Event source Number of events Event type Name

© Noise-free insight thanks to ML-

&1 poutnik.flowmon.com 7 SMTPANOMALY Detection of outgoing e-mail SPAM using SMTP or secured SMTP protocd

Ch 192.168.70.185 6

@® urPLOAD Detection of uploading data
Bh1 192.168.55.203 5 ® ssHpICT Advanced detection method revealing dictionary attacks on secured shell
Bl syds.flowmon.com ® BLACKLIST Detection of communication with blacklisted IP addresses
Ol 192.168.120.245 (3) DNSANOMALY Detection of anomalies traffic

B 192.168.70.147 (@ ALIENDEV Detection of unknown devices in the network

oooooDoB8
eoeoocoDme

Ol devell.vmware flowmon.com M ICMPANOM Detection of anomalies in ICMP traffic

2021-06-24 15:44 - 2021-06-24 17:44 a 2021-06-24 15:40 - 2021-06-24 17:40

Real-time detection, providing




Flowmon ADS Intelligence

Machine Learning (@;f

o W,
S E

_~2Z.  Adaptive Baselining .ADS

Heuristics

Threat & Anomaly Alerts

>

Event Evidence

Individual
200+ Algorithms

40+ Detection

Methods

Behaviour Patterns

Reputational Data




SEIM and Security Analytics Integration

» Syslog feed of events are provided to log management, SIEM, big-data platforms,
incident handling and SOAR tools

* Response tools are only as useful as their event sources

'h i I
— TTT Syslog SNMP
ad - []
S W S— v
Y| ¢-~===rrrecce=-
1\ NetFlow/IPFIX REST API == e
Network Traffic Collectionand Event Collection & Correlation
Monitoring Behaviour Analysis SIEM system
Flowmon Collector & ADS integrated with Flowmon
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An Application Experience Approach
Visbity Q Montoring.

Application
Experience

' o.

l -
—= Application - ih Secufit
=1 ecuri
Performance = - y

6)

Provides the assurance mechanisms required for delivering great digital experiences by enabling
|1&0O teams total control over application, network and infrastructure day 2 operations



Thank you!
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