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Clear Web .
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Search engine
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360° External Threat Protection

Single pane of glass for all your threat workflows

o
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Attack Indication Data Leakage

Entire threat lifecycle
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Immediate time to value

Phishing Brand Security

Clear, deep and dark web
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\ Exploitable Data Executive
Protection (VIP)
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THREAT INTELLIGENCE

Threat Command

Get Immediate ROI

Cloud Security See results in as little as 24 hours.

L. : n Applicati
Minimize brand risk across the st XDR & SIEM AL DD

clear, deep, and dark webs. , e _
Get alerts tailored to your unique digital properties.

INSIGHT PLATFORM
USE CASES Vulnerability Threat Speed Response Across

Management Intelligence Your Environment
»Gain 360-degree external threat protection R COPS

o Automate instant responses within your Block and automate across all security devices.

i Services Orchestration &
environment Seselren

« Simplify threat workflows Cut Brand Exposure Time

e Save time and resources Take advantage of best-in-class average takedown
success rate of over 85% in under 24 hours.
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CAPABILITIES External Threat Clear, Deep and Dark Alert Investigation Threat Brand
Detection Web Protection Triage Remediation Protection 2



Simplify Workflows

Single, easily-accessible cloud-based platform for all threat workstreams

Built by/for security 159

OPEN ALERTS

DASHBOARD

CLEAR WEB

Unlimited users

DARK WEB

Multi-tenancy, MSSP ready
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ALERTS Rapid7 Threat Intelligence Demo | @ [: & Tamas Fok

Admin
@
Q 1 . Source Type Flagged Asset More (10) Clear Filters Switch to Query
32 2 15 15 Alert details
) & High Madim Loy J Phishing Website Detected - 'https://rapld7.com' @ High ~

Alert ID: 62ac1d81ca89%eed4ae9de8as WHOIS servers

"

Source URL: https://rapld7.com Status: Open

Phishing Website Detected - Last updated: jun 30, 2022 | 2:49 PM Source date: Jun 28, 2022 | 11:00 PM

Clear Web
‘https://rapld7.com’
Jun 30, 2022 | 2:49 PM

J ° unassigned - 0

()

Jun 30, 2022 | 1:49 PM

Suspected Phishing Domain - m
'rapiid7.com’ o ;
P Description rapid7.com
rapid7
J A phishing website was found. The site, purporting to be a company website,
may be used to steal credentials from company employees or customers or
Potential phishing email address detected - distribute malware =
anonymoose@outlook.com
i ] Recommendations
J MITRE_T158... ) ( MITRE_T159 +2 tags
To prevent your employees from being phished, block the website in your
Suspected Phishing Domain - URL filtering system. You can do this by creating an internal remediation
'anonymooses.com’ policy.
To initiate the takedown process for this URL, click "Remediate".

J L erit MITRE_Buy d +5 tag

Suspected Phishing Domain -

‘anonymoose.dev’

Ask an Analyst Remediate Close Alert v
= ) R ‘ Copy alert ID

J (MITRE Buyd... ) (Blocking Aler +4 tags >
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Accelerate Response

Plug and play with existing security devices

Email Security @ ,\\ i / @ SIEM

Network Security e —

Vulnerability Management

Identity Access Management

Endpoint Security @
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Threat Command takes the complexity out of threat
intelligence delivering instant value

SIMPLIFY SECOPS
WORKFLOWS

REDUCE NOISE; PRIORITIZE SPEED RESPONSE ACROSS DO MORE WITH LESS
RELEVANT THREATS ENVIRONMENT INVESTMENT
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