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“Everybody ha# a
plan until they get
punched in dace.”
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B A Ransomware megvdltoziatta az adatlopdsok gazdasagossdgat

19~ 554

of organizations said they had been the have no formal plan to follow
target of a ransomware attack in case of a ransomware
aftack

of respondents said they would pay or
have paid a ransom for their data
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B Miaz a Phaa$?

e On May 2022, a new service by EvilProxy has emerged, promising to steal
authentication tokens o bypass multi-factor authentication (MFA) on Apple,
Google, Facebook, Microsoft, Twitter, GitHub, GoDaddy,

e Zero code phishing solution for the low-skill threat actors

e EvilProxy is offered on a subscription base - 10, 20 or 31 days

o Attackers get : user credentials and an authenticated session cookie
 Available both in the clearnet and darknet

= THALES



Dashboard

VP3

Domains

My Services
Campaign URLS
Create Campaign
All Campaigns
Proxy Groups

Proxy Servers

“ Sessions

Captured Data Log
Cookies Log
Notifications

Guides

¥ Mennyibe keril a PhaaS?

pua75npooc4ekrkkppdglalefinSmi2hxsunz5uuup6uxgmenddeepyd.onion

Y Available Services & Prices

O, Search for

@ Account Balance

Bundle

=2

dropbox

rubygems

yandex

yahoo

microsoft

Entry Scopes

dropbox.com

rubygems.org

yandex.ru

yahoo.com

xbox.com
skype.com
onenote.com
office.com
microsoftonline.com
microsoft.com
live.com

bing.com

Data Collected

v login

v password

v session cookies
v login

v password

v session cookies
v login

v password

v session cookies
v login

v password

v/ session cookies

v login
v password
v session cookies

Price

10 days - 1508
20 days - 250%
31 days - 400%
10 days - 150%
20 days - 2508
31 days - 400%
10 days - 150%
20 days - 250%
31 days - 400$
10 days - 150%
20 days - 250%
31 days - 400%

10 days - 1508
20 days - 250%
31 days - 4008
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¥ Who's Twilio

Based in San Francisco
8510 employees

Provides programmable
communication tools

~250,000 customers

A

\

twW\o

THALES



B The phishing attack

e Aug 1510t

« Twilio used -’s Single Sign-On product

 The URLs used words including 'Twilio," B, and 'SSO' to trick users
e Aftackers gained access to Twilio’s customer support console

o Aftershoc: Signal breach, remediation...
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¥ Who's Cloudflare

] Basedin San Francisco
I An American content delivery network and DDoS mitigation company

| It primarily acts as a reverse proxy between a website's visitor and the
Cloudflare customer's hosting provider

=

CLOUDFLARE
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B The Cloudflare’s attack

« On July 20, 2022, the Cloudflare Security team received reports of
employees receiving legitimate-looking text messages pointing to what
appeared to be a Cloudflare M login page

« Employees and family members received text messages

« Spoof login website was registered less than 40 minutes before the
phishing campaign began

 Every employee at the company is issued a FIDO2-compliant token
o Aftack result: NONE ©
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B Ajelsz6 rossz, értem?

PASSW*RDS

| are the problem

2

4

_ average person according to the
‘has about 38.4 online UK's National Cyber 3 80% of hacking-
accounts for work and Security Centre related breaches are

90% of internet
users are

worldwide still use worried about

"123456" as their getting their
password ‘passwords hacked

tied to passwords
(source: VVerizon
2020 Data Breach
Investigations
Report)

private purposes
(source: SC Magazine
UK), secured with a
username password

(NCSC), 23 million
account holders

combination
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Ez egy SOC...




B A CISA 16 kritikus infrastrukturdlis szektort azonositott
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¥ IT vs OT prioritdsok

Confidentiality

Integrity

Availability

Classic IT Security
Priorities

Priority

Availability

Integrity

Confidentiality

Classic OT
Priorities
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Can’t protect what you can’t see
A High Inherent Cyber Risk to Process Resiliency - OT risk is invisible to IT security

Unknown
& Invisible
Cyber Risk

. Manufacturing
ERP Finance / AP HR Payrall Enterprise Asset Management E tion Svst

Management

Technology

for IT Securi
Operational Technology ecurity

Invisible to IT Security

Unfamiliar assets Unpatched legacy systems Insufficient security protocols Unmonitored remote sessions
Proprietary protocols Unsecured IT/OT connections Uncontrolled access privileges No auditability

Operational Technology (OT) Industnal loT (lloT) Smart Buildings/Gnds Industry 4.0

claroty_.com | Copyright @ 2022 Claroty Ltd. All rights reserved

Known &
Visible
Cyber Risk
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B Az identitds a kézponti vezérld sik
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¥ Zero Trust stratégia

21%
Nincs hivatalos Zero _

Trust stratégia

Zero Trust stratégia a
tervezési és keresési i
szakaszban

Aktivan elfogadott

iranyelvek és hivatalos -
Zero Trust stratégia
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HOW DOES STA PROTECT THE ENTIRE MANUFACTURING ENVIRONMENT?

Saas,
multi cloud

HTTP standard
web apps

A ==\ On premises/
GofgvSo == | legacy web apps
Y ==/ ERP, HRMS, Infranet
@ Network domain logon
R?AI\DAJLS' @ Network infra
(VPN, WAF, WAM)
Firstline workers SAFENET TRUSTED ACCESS | W @ 3rd porty
Authentication Access policies SSO .
API, SAML, ot
Industrial Vendors RADIUS, OIDG oo

C Suite

Knowledge workers

IT Admins

SIOIIOID)

OT Gateway
({ API, SAML, > -
ADIUS, OID @ %
PAC Systems
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Hogyan és kinek tegyem
BIZTONSAGOSAN elérhetévé
tavolrol is az adatokat?
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Q 105

Discover Protect Control

Data Security for a Zero Trust World

A THALES MEGKOZELITESE:
A .HAROMLEPESES TERV

THALES
Building a future we can all trust
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ISCover

|IAM Workshop

Hatdrozza meg, kik a
felhaszndldi, és milyen
konkrét igényeik vannak a

IIIII

A szabdlyozdi megfeleléshez
szUkseges ido lerdviditése

A muUkddési hatékonysag és
az Uzembiztonsag ndvelése

A biztonsagi rések
felfedezése és bezdrdsa



Az érzékeny adatok
ro e C védelme egyetlen
Q [épésben, manudilis

STA szabaly- és kockdzati motor beavalkozCegus

‘ ‘ Proaktiv védelem a
sebezhetdség és
Védjen meg tdbb kockdazati profil alapjan
felhasznalot hozzaférési
szabalyokkal és erds

Egységes védelem és magas

hl’relesﬁessel. —— szintU adatbiztonsag a hibrid

ono IT-kdrnyezetekben
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Control

Az irdnyelvek érvenyesitese
és nyomon kdvetése

A kockdzatok nyomon
kdvetéese és ellendrzese
valds ideju, folyamatos
szabdlyzat-érvéenyesitessel

TN

B © @

Biztositsa az dsszes
felnaszndaldi utat erds
hitelesitési lehetdseégekkel

Legyen sajat és egyseges
hozzdférés- és
adatbiztonsadga

Szabdlyzat alapu,
kockdzatardnyos
hozzdférés kezelés



¥ Mire figyeljink technoldgia szempontb6l?

| Csak a VPN-hez kell, vagy van mds use case-ink is?
| Segitenék az automatizaciok az adminisztraciote
| Mennyire biztonsagos a tokenek kiaddsa?

| FUgghetek-e csak egy (felhd) szolgdltatotolz?
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B Mire figyeljink Uzleti szempontbdl?

| Mit kel TCO-mba beleszdmitanom? Transzparensek a kdltsegeim?
| Van elég kolléga egy IAM-megoldds bevezetéséhez és Uzemeltetéséhez?

| KUI6n szabdlyokra van szUkségem bizonyos alkalmazdsokhoz és
felhasznaldkhoze

| Elegendd csak egy mobil token az 8sszes felhaszndlémnak?

2 THALES



B User Personas

A felhasznalok NEM
egyenloek...

- THALES



User Experience
Matters

* Adding MFA can add friction
(but it doesn’t have to)

 Employee and customer
experience is more important
than ever

« Offering multiple options for
diverse users is necessary

« Password less MFA is one
possible answer

Source: Gartner




B User Persona — Hogyan hatdrozhatéak meg?

Jellemzok
Képességek
Termékigények
, WA FAY I SYA
Celok
) USER PERSONA?
Felszereles

User personas are fictitious characters

ElhelyeZkedéS put together by product, design, and

marketing teams to represent the types

of people that could become users.
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B User Persona - A felhasznalok NEM egyenléek...
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B A Thales vdlasza - SafeNet Trusted Access

Network
logon

AUTHENTICATION

4
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B Univerzdlis auvtentikdcids lehetéségek

*** — Google 7 g

Password Kerberos Hardware Authenticator A me,g!evo MFA
telepitesek
Ujrafelhaszndlasa

EEE A PKI autentikdcié
nanon kiterjesztése a
Pattern- PKI felhé're
based
Az adott
kockazatnak

1A megfeleld
J \@ biztonsdgi szint

Passwordless Biometric gara ntaldsa
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Uj utak - PKI, FIDO,
Virtualis smart kartya
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B Vezetd szereplS a PKI alapu hitelesités teriletén

Fejlédés

Karbantartas

Uj felhaszndldsi esetek témogatdsa A legerésebb MFA portfélié

O O

Smartkartyak Tokenek Middleware

' IDPrime

FIDO hardver
autentikatorok

IDPrime Virtual
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B SafeNet IDPrime Virtual

| A fizikai smartkartya szoftver
alapu, biztonsagos valtozata

] Csokkenti a fizikai eszkozok
operativ kihivasait

| Kiterjeszti a tanusitvany alapu
auvtentikaciot és tranzakcidkat
Uj felhasznalasi esetekre:
e VDI
e BYOD és mobil eszkdzdk
e |deiglenes smartkartydk
e K&nnyU smartkartya potlas




il FIDO2 megolddsok a Thales-tdl fido

] PKI és FIDO2 tdmogatas | PKI + FIDO2 eszkozok
egy eszkozben - Kombindlt FIDO - PKI

| Meglévo PKI befektetések Smartkartya
felhaszndldsa . FIDO USB token

| Gyors Uzembe helyezés a
Thales Middleware és a

IDPrime Fido ] ,‘,\;”"’oh
meglevo PKI infrastruktura - | e,
qlq pjén \ NFC))) THALES | 9
’ WS @

-
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¥ Eltéré autentikdcids utak

Security Administratorr

_____________________ e i s i _..
Policy: Every access attempt “ o

Home Worker

———————————————————————

Policy: For unknown IPs

| IDPrimeMD ‘
*

I
I
pazy s : . :
THALEs| @ ---------------o-o- bomommmmems X Third Party Supplier
IDPrime smart card ﬂﬂﬂﬂﬂa : : Palicy: When location changed
ogogo; |
SafeNet OTP 110 EE“E] e :_ o : .

oopoR’ | Supervisor

__________ T T

Policy: Every access attempt

External IT

Policy: Once a day

_____________________ Office Worker @9

SMS OTP CDI‘IVEI‘IiEﬂCE Policy: Once a week
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B CIAM - a kévetkezé lépés

s

Developer
Oriented IAM

Multi-
constituency
IAM

Oriented 1AM

IAM as part of
laaS or PaaS

Gartner

Technology Insight for Customer Identity and Access Management (11.2021)

CIAM
specialists
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From the Cold

de of ldentity

<1

where |AM is a hygiene and
costs factor driven by IT only, to



To the Cool
Side of ldentity!

Where |IAM adds value directly
to the business and its customers
Suppliers and partners




J IAM vs CIAM

IAM vs. CIAM

Which Solution is Right For You?

CIAM

Consumer-facing
solution that manages
customer identities on
multiple platforms

Internal-facing
solution that
manages employee
identities
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HOW CAN YOU ENSURE THAT...
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IDENTITY APPS FOR ALL B2C, B2B AND GIG USE CASES

Business identity apps on top of a solid OneWelcome core or augmenting 3rd party |AM

ooooo

INTEGRATIONS WITH 3RD
PARTY APPS AND SERVICES

ID verification, Digital
Wallets and certified
aftribute providers
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oooooo

EU elD’s

API" for export

and synchronization
to identity stores,
martech & Bl

IAM
foundation

°
ooooo

Fraud detection
& prevention

EU, ISO 27001 & Regional services Audited by NL Gov. Digital Signing
SOC compliant for Data in Europe Part of 100 companies
regulated industries European vendor in critical infrastructure
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POOE

chewelcome : ONE PLATFORM FOR EVERY IDENTITY

C Suite

Knowledge workers

IT Admins

Firstline workers

6

PROTECT ALL
USERS

FLEXIBLE
DELIVERY

SAFENET AUTHENTICATORS

QOO0

PKI/CBA FIDO OTP

SAFENET TRUSTED ACCESS

Authentication Access policies SSO

PROTECT ALL
RESOURCES

Saas,
multi cloud

HTTP standard
web apps

On premises/

App ==
Gateway = legacy web apps

S ERP, HRMS, Infranet

@
RADIUS, -
7777
SAML / OIDC @ f:fv\pc”"

Network domain logon

Network infra
(VPN, WAF, WAM)

API, SAML,
RADIUS, OID

OT Gateway oT

API, SAML, ﬁ
RADIUS, OIDGC g

PAC Systems

THALES



THALES

“A remény nem strategia’
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Koszonom a figyelmet! Thank you

Paksi Attila Gracias o< Jé)(a
+36 30 202 6000 ggare \Merci

Danke &35

attila.paksi@thalesgroup.com
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