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A VALLALATROL 1.

“ Alapvet6 adatok

1997-ben alapitotta
Eugene Kaspersky

5 kontinensen, 200
orszagban és térségben
van jelen

Innovativ

IT biztonsagi megoldasokat biztosit
uzleti vallalkozasoknak és
ugyfeleknek

> 400 000 000

7/
* A véllalat a Worldwide Endpoint Security Revenue by Vendor, 2013 IDC-minésitésen negyedik helyen végzett. A mindsités a Worldwide EndpoMeed|eyI Hllleztw Forecast and 2013 Vendor Shares
(IDC # 250210, 2014, augusztus) IDC-jelentésben jelent meg. A jelentés a szoftverszolgaltatokat a 2013-as végpontbiztonsagi megoldasok értékesitési bevételei alapjan rangsorolta.
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” Szamok

>20 millié termék
aktivalas évente

698 millié dollar — nem auditalt
globdlis bevétel 2017-ben

>3900 magasan
képzett
szakember 1500-
an R&D

minden pontjan

felhasznalénak a vilag

technolégiank nyujt

KASPERSKY?2

L

“-'{”""’ Eredmények

A négy legnagyobb végpontbiztonsagi
szolgaltatdok egyike*

A Gartner Magic Quadrant for Endpoint
Protection Platforms** szerint az
iparagban élen jard szolgaltaté

Megoldasaink fliggetlen teszteken
és vizsgalatokon a legtobb dijazasban
részesiultek

As a private company, Haspersky
Lab does not have ties to any
government, and the company
has never helped, nor will help,
any government in the world in its

cyberespicnage efforts.

**  Gartner, Magic Quadrant for Endpoint Protection Platforms, Peter Firstbrook, John Girard, Neil MacDonald, 2014. december 22. A jelentés kérésre elérhetd a Kaspersky Lab vallalattol.
A Gartner kutatasi publikaciéiban nem javasol egy szolgaltatot, terméket vagy szolgaltatast sem, valamint nem tanacsolja a technolégia felhasznaléinak, hogy a legmagasabb mindsitésben vagy egyéb meghatarozasban részesiild szolgaltatokat valasszak. A Gartner kutatasi
publikécioi a Gartner kutatéi szervezet véleményét tartalmazzak, melyeket nem lehet tényként értelmezni. A Gartner elall a kutatassal kapcsolatos minden garanciatél, legyen az kifejezett vagy kellékszavatossag, beleértve a forgalmazhatdsagi vagy sajatos célra vonatkoz6

garanciakat


Előadó
Bemutató megjegyzései
A Kaspersky Lab a világ legnagyobb magántulajdonban lévő kiberbiztonsági vállalata, mely végpontbiztonsági megoldásokat kínál az ügyfeleknek és az üzleti vállalkozásoknak az egész világon.

Hiszünk abban, hogy mindenkinek, akár otthoni felhasználó, akár kisvállalkozás, nagyvállalat vagy kormányzat alkalmazottja, joga van kiberfenyegetésektől mentesen használnia az internetet. Így célunk a kibertámadások elleni leghatékonyabb, legfogékonyabb és legeredményesebb védelmét biztosítani ügyfeleinknek, szerte a világon. 

Termékeinket és megoldásainkat a független tesztek folyamatosan elismerésben részesítik.

Soha nem volt még jobb alkalom üzleti partneri kapcsolatba kerülni egy olyan vállalattal, mely a legjobb elérhető biztonsági megoldás biztosítására törekszik, és munkatársainak több mint a fele a kutatás-fejlesztésben dolgozik. Ez a vállalat a Kaspersky Lab.
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FUGGETELN NEMZETKOZI DIJAK ES ELISMERESEK

MOST TESTED
MOST AWARDED
KASPERSKY LAB PROTECTION

* kaspersky.com/top3

In 2018 Kaspersky Lab products participated in 86
independent tests and reviews. Our products were
awarded 72 firsts and achieved 78 top-three finishes. 7 first places*

KASPERYKY3 5 —

100%4

80%+

Score of TOP 3 places

Bitdefender 7 Top Three Places*

o 2
Symantec
60%"

ESET

* Notes: « According to summary results of
independent tests in 2018 for corporate,
consumer and mobile products. « Summary

i . includes independent tests conducted by:

40% AUl Avast AVComparatives, AV-Test, SELabs, MRG

AVG Effitas, VirusBulletin, ICSA Labs, PCSL. « Tests
performed in these programs assess all

G DATA protection technologies against known,

unknown and advanced threats. ¢ The size of
McAfee the

Trend Micro
Sophos

25%-
F-Secure

No of independent tests/reviews

8 L]
sEPCSE -
BULLETIN IT CONSULTING INSTITUTE
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wrongdoing of Kaspersky Lab

FOR EXAMPLE:

» The European
Commission has "no
indication for any
danger associated”
with Kaspersky Lab
software (April 2018).

» We are proud to be an
early supporter of the
Paris Call for trust and
security in cyberspace
that was unveiled at
the Paris Peace Forum
on November 12, 2018
by French President
Emmanuel Macron

» The German cyber-
security agency BS| stated
that there are "no plans to
warn against the use of
Kaspersky products since
the BSI has no evidence
for misconduct by the
company or weaknesses in
its software” (October
2017).

» In the German brands and
industry trust rating, we
have ranked fourth in the
software industry — 3.9%

above the industry average

of 61.7% and ahead of
many familiar names!

(October 2017)

*» The Swiss Federal IT

Steering Unit ISB
stated that it
‘continues to revert to
Kaspersky solutions”
and finds measures
envisaged within GTI
‘promoting
confidence in the
products of antivirus
companies” (October
2018).

FACT: Several European authorities have stated that they have no evidences of any

* The Belgian Prime
Minister Charles Michel
referred to the Centre for
Cybersecurity, Belgium
by saying "that it does not
have any objective
technical information or
independent studies
which demonstrate that
the applications of
Kaspersky Lab are
malicious or form a
threat” (October
2018).



Előadó
Bemutató megjegyzései
ANSSI: KL is one of the members of GIP ACYMA – a PPP for protection of SMEs and French citizens (championed by the French cybersecurity regulator ANSSI); 
 ENISA: KL is a member of the European cybersecurity agency ENISA IoT Security Experts Group (IoTSEC); 
 INTERPOL: Cooperation agreement between INTERPOL and Kaspersky Lab on the exchange of data pertaining to cybercrime (September 2017); 
 German cybersecurity agency BSI’s statement about ‘no evidence’ of wrongdoing by Kaspersky Lab: “There are no plans to warn against the use of Kaspersky products since the BSI has no evidence for misconduct by the company or weaknesses in its software” (ENG) (October 2017); 
 Council of Europe: Kaspersky Lab signed a multilateral agreement to promote an open and safe internet (November 2017); 
 European Commission: European Commissioner M. Gabriel’s response on Kaspersky Lab and a statement about “no indication for any danger associated” with Kaspersky Lab software (April 2018); 
 The Danish ICT Association (IT-Branchen) published a blogpost saying that there is no evidence for banning/restricting Kaspersky Lab (June 2018); 
 The Swiss Federal IT Steering Unit stated that it ‘continues to revert to Kaspersky solutions’ and finds measures envisaged within GTI ‘promoting confidence in the products of antivirus companies’ (October 2018); 
 Belgian Prime Minister Charles Michel referred to the Centre for Cybersecurity, Belgium by saying ‘that it does not have any objective technical information or independent studies which demonstrate that the applications of Kaspersky Lab are malicious or form a threat’ (October 2018). 



" A Kormanyhatarozat szerint a Kormany egyetért az EU azon tdrekvesével, amely alapjan

sziukseges a potencialisan veszeélyes eszkozOk Kiszlrése €s elharitasa. A szbveg nevesiti is a

Kaspersky Lab termékeit. Azonban az utasitasok, melyek ezt kovetik, nem irjak elo a termékek

eltavolitasat: a minisztereket atvilagitas keszitesere szolitjak fel, illetve jelentési kdtelezettséget ir

eld ilyen termékek Ujonnan tortén6 bevezetésekor. A termékek hasznalata nem tiltott. A

Kaspersky-termékek hasznalatanak elterjedtsegéenek felméresét a minisztériumok elvégeztek, az
esedékes megujitasok pedig még csak bejelentési kotelezettség ala sem esnek. Uj rendszerek

bevezetése sem tilos, igaz, bejelentési kotelezettséggel jar.

KEF ( Kozbeszerzési Féigazgatdsag) megerbsitette, hogy a termékek kozbeszerzésbél tovabbra

Is lehivhatdk a portalon.
KASPERIKY3



DATA STORAGE
AND PROCESSING

IN SWITZERLAND
B

Transparency Center in Switzerland, which will serve as a facility
for trusted partners and government stakeholders
, software updates, and threat detection rules.

In addition to that, the storage and from
some regions, shared voluntarily with the Kaspersky Security
Network, together with our will

all be relocated from Russia to Switzerland.
KASPERIKY3



Mivel tud a Kaspersky segiteni? 1. Tudas atadasaval= CyberSecurity
Services

'« CUSTOMER-SPECIFIC
THREAT LOOKUP (KTL)
PHISHING TRACKING

BOTNET TRACKING

MANAGED PROTECTION (KMP)
TARGETED ATTACK DISCOVERY

SECURITY TRAININGS

SECURITY TRAINING
ITAL FORENSICS
ANALYSIS

geness Online Training Platform

INCIDENT

INCIDENT RESPO
* INCIDENT RES
* MALWARE ANAL
+ DIGITAL FORENSICS

SECURITY ASSESSMENT

PENETRATION TESTING
SECURITY ASSESSMENT
* APPLICATION
+ ATM/POS



Mivel tud a Kaspersky segiteni?- 2. Termékekkel

FUNDAMENTAL SOLUTIONS:

4] (-

Kaspersky Kaspersky Kaspersky
Endpoint Security  Mobile Security ~ Endpoint Security
Cloud

TARGETTED SOLUTIONS:

= i =

Kaspersky Kaspersky Kaspersky Kaspersky
Security for Embedded System Security for Hybrid Cloud
Storage Security Virtualization
ENTERPRISE SOLUTIONS:
=

® [

Kaspersky Kaspersky
Endpoint Detection Security Intelligence
& Response Services

—
->

=] 5% @

Kaspersky Kaspersky Kaspersky
DDoS Protection Security for Web  Security Awareness
& Mail Training

T
D)
L —
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Előadó
Bemutató megjegyzései
 Next pillar where most of our products fill in  is the traditional threat protection portfolio . It start with Next Gen Endpoint protection . It still plays an important role in the overall strategy ( as endpoints are acting as sensors for collecting threat informations , but these are also targets for malware , where business logic executes in the end of the day  . Also it is the final interface towards users.  We will have to be very strong and we will keep endpoint protection as very strong flagship product. Beside that we have emerging protection , like hybrid cloud security , mobile sec, IKICS, Mail/Web Gtw protection, 


CYBERSECURITY TRAINNG — CASE STUDIES

CITY OF LONDON POLICE

- Kaspersky Lab has delivered several courses in the
areas of Digital Forensics and Malware Analysis

- Public reference is available and you can request an
official pdf approved by COLP management

> You can find more in public press releases:

* http://www.kaspersky.com/about/news/virus/2014/City-
of-London-Police-and-Kaspersky-Lab-lead-the-way-in-
combatting-fraud

* http://www.computerworlduk.com/news/security/35390
39/city-of-london-police-brings-in-kaspersky-to-train-
officers-to-tackle-cybercrime/

KASPERIKYZ



Kaspersky Security Awareness:
Computer-based Training Programs
for Different Organizational Levels

kaspersky.com/awareness

#truecybersecurity

KASPERYKY3



FELHASZNALO A LEGGYONGEBB LANCSZEM:

More than of all cyber incidents are caused by human errors.
Enterprises lose millions recovering from staff-related incidents. (*IBM study)

KASPERIKY'3


Előadó
Bemutató megjegyzései
Stepping away from GDPR which is obviously a big driver for Awareness training. 

Training all members of staff has always been seen as one of the most important components to any strong security strategy but unfortunately is often overlooked.

A report ran by Kaspersky indicated that -% of all cyber incidents (this is not only talking about cybersecurity)  but all cyber incidents were caused by human errors. This makes us by far the most likely cause of a cyber incident including security incidents. 

By running effective employee training this number can be decreased by up to 90% which in turn reduces the monetary loses associated with cyber incidents by up to 60%. 

This monetary reduction by far outweighs the cost of impletmenting effective user awareness training.











GDPR — MAY 2017 a4
. as Ezify ;;ac ’

Possible

Employee Awarenesgiaining
Threat Simulation o

Employee examination

* Anti - Malware

« Behavioural Analysis

e Data and Drive encryption
¢ Vulnerability Assessment
« Patch Management

e Threat Intelligence

» Perimeter Protection

* IDS

« App Control

« Device Auditing

» Penetration Testing

¢ Internal Security Assessment
e Security Review

* Incident Resporn
» Digital Forensics
* Malware Analysis

Regularly Test,
Access, and Evaluate
Effectiveness

of Measures

KASPER§KY#



Kaspersky Security Awareness Training Products

Kaspersky Cybersecurity Awareness consists of five elements which
interconnect - but which are also highly effective when used separately.

Strategy and
KIPS Corporate Support
CyberSafety Cybersafe
Management Games business decisions
Kaspersky Security Awareness Individual cyber-
Platform hygiene skills
I S MgiOES CyberSafety Culture Cybersecurity CIEmEIREl 1 (I
analyze & improve A for IT Onli line of incident
attitudes ssessment o ik response

16 Kaspersky Security Awareness Training Products

Skills instead of just knowledge

Role-based training — for all
levels and functions

Computer-based — easy delivery,
management & measurement

Effectiveness via competition,
learning-by-doing and
relevance to everyday work

KASPER{KYS



KASPERSKY
INTERACTIVE
PROTECTION

SIMULATION

KASPE
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KASPERSKY INTERACTIVE PROTECTION SIMULATION (KIPS)

Fun, engaging and fast (2 hours)
Team-work builds cooperation

Competition fosters initiative & analysis
skills

Gameplay develops understanding of
cybersecurity measures

No deep security expertise necessary

KIPS

Kaspersky
Interactive
Protection

Simulation

INS PERFORM
PENETRATION TEST / ATM HARD DRIVE
Shmm-:-: mﬂn!’;w’ Hire IT security professionals r ! ANALYSIS
el e 1o perform a penetration test,
While ‘h"t‘:“ut bi- mil AT They identify vulnerabilities and security
: . issues and provide recemmendations
on fixi :

ing them.



INDUSTRY-RELATED SCENARIOS AVAILABLE

Power station + Water plant
Industrial control systems and
critical infrastructure

E-Government

Web servers and portals to run
government online services

Corporation

Manufacturing and sales

Bank

Large regional bank with corporate
and retail business and ATM network

Transportation

Passenger-and-freight carriage

BE Sk s
ill] L]

Each of the scenarios focuses on the respectful

threat vectors, allows to discover and analyze the typical
mistakes in building the cybersecurity and incident
response procedures in the corresponding industry.

KIPS training shows to participants the real role of the
cybersecurity in business continuity and profitability;
highlights the emerging challenges and threats which are
coming in nowadays; describes typical mistakes
companies are doing when building the cybersecurity; and
encourages a cooperation between business and security
teams — a cooperation which helps to maintain the stable
operations and sustainability to the cyberthreats.



GAMIFIED TRAINING PRODUCTS ARE WELL-RECEIVED
ON ALL ORGANIZATIONAL LEVELS: EXAMPLE

CHALLENGE:

Engaging top management —
despite them not being cybersecurity experts

APPROACH:

Conducting 2-hour KIPS game (Kaspersky Interactive
Protection Simulation) — where managerial experience
and decision-making skills are used to prevent and
respond to cyber attacks; linking cybersecurity and
business results

PROOF:

KIPS conducted successfully for hundreds of
organizations worldwide, for managers as high-ranking
as Fortune 500 board members, deputy ministers and
CEOs of world’s largest companies

To understand threats and be ready for

pla them, you need to know the problem

from the inside.

Russian Railways Oleg Belozerov, President of Russian Railways, on his
experience with KIPS

KIPS for President and top management (20+ VPs)
of Russian Railways, Moscow, February 2017

1,2 MLN EMPLOYEES



KIPS AT MARKETING/ PUBLIC EVENTS: INDONESIA OPENGOV




Kaspersky Automated Security
Awareness Platform (ASAP)

Efficient training taking few minutes to implement

— KASPER§KY?



Milyen kihivasokkal klizd a hagyomanyos
tudatossagi oktatas?

(™

Képzési Célok es
Tervek felallitasa

D

Tul hosszadalmas
kurzusok

Szegényes
jelentések nem
segitenek a
nyomonkdvetéesben

1G9)

Alkalmazottak nem
ertékelik a
programot ,

elmaradnak a vart
erdmények

KAYPERIKYS



Kaspersky Security Awareness: kiemelkedo

sajatossagok

@ (o) i

Setting Objectives Learning Reporting
& Choosing a Program Management & Analytics
» Tips inside the platform helping to » Al-enabled learning path, featuring » Actionable dashboards
choose appropriate educational target constant reinforcement ) )
level * On-the-fly analysis of potential
» Fully automated learning for improvement
« Automatically built education schedule management without manager’s ]
that uplifts employees to the desired intervention required * Recommendations and
target level ———e templates to boost student's

 Calculation of time spent performance

S

Program Efficiency
& Appreciation

» Bite-sized lessons prevent overload

» Learning scenarios are relevant to
participants' everyday working lives

» True gamification

KASPERIKY3



Folyamatos mikro tanulas biztositja a kepessegek beépulléséet/ megmaradasat

The Ebbinghaus Forgetting curve Level-by-level

Repeated reinforcement helps building strong skills

Skills increased from the easiest to more advanced.

Ensure knowledge retention

Interval learning with constant reinforcement. “Pattern perception’
model: employees behave safely, even when faced with completely
new threats.

Micro learning

Content is especially structured for micro learning (1 to 10 minutes),
avoiding dull and tedious long lessons.

Comprehensive set of tools on each security topic

. Obliteration

Remembering after reinforcement

25



Kaspersky ASAP : https://k-asap.com

KASPERYKY? / 3 P s e
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(o1 Kaspersky Automated -
Security Awareness
Platform

Easy-to-manage online tool which builds cybersafety skills
of your employees level by level.

@ Kaspersky ASAP is created by leading cybersecurity experts
to protect your business

Launch your awareness program in a few clicks

TRY NOW >

(05) INA . :
_/ | PDF] View Datasheet > View how to video

———




Videos:

* https://www.kaspersky.com/small-to-medium-business-

security/cyber-security-awareness-training?utm content=ksa

27


https://www.kaspersky.com/small-to-medium-business-security/cyber-security-awareness-training?utm_content=ksa

1. Képzési célok bedllitdsa & Program kivalasztasa

e Javasolt tanulasi utvonal Basic,
Elementary , Intermediate,

'g Advanced
(4 .
o Képzési célok a
- q szintekhez igazodnak

— csak azt sajatisd el
, amire szukseged van

 Mérheto , nyomonkovetheto

2 KASPERJKYS



2. Learning Management

learning management
security awareness content
at own pace to ensure content retention
« Variety of content
defines what and how much to learn

Simulated

phishing
Lesson first Reinforcement Test attack
JD ‘ o—o—o0 O

4 days later 3 days later 3 days later

29

(o)

NEW LEVEL

NEXT TOPIC

KASPERJKYS



3. Reporting & Analytics

Ki igényli a nagyobb rafigyelést, biztatast?

30

O O

Cannot finish on time

Significantly behind
schedule

Behind schedule
Going well

Ahead of schedule

50

85

20

312

105

Fo

anytime

for individual
performance issues, as well as
concrete actions

employee skills levels
and dynamics

On-the-fly of potential
for improvement

against world/
industry averages

KASPERJKYS



Videos:

= https://www.youtube.com/watch?time continue=64&v=7/DxTD3tlblc



https://www.youtube.com/watch?time_continue=64&v=7DxTD3tIbIc

A modszer bizonyitottan mukodik!!

0% 50% 93% 30x 86%

KASPERYKY3



mob: 30/9679 040

Koszonom
a flgyelmet'
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